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Executive Summary

Purpose

Terrorist acts in the United States have thus far been too few to raise
serious public concern, but the nation faces the dilemma of maintaining
an effective level of protection without curtailing civil liberties. Con-
cerned that security measures imposed without thorough study and
planning may lead to measures that could be unintentionally repressive
of civil liberties. the Subcommittee on Civil and Constitutional Rights of
the House Committee on the Judiciary asked Gao to describe what was
being done to protect against terrorism in two selected domestic infra-
structure components—the federal courts and mass transit systems.
GAO's study framework consisted of six elements: the roles and responsi-
bilities of units and individuals involved; their perceptions of terrorism
threats; the existence and quality of risk assessments; risk-reduction
selection factors such as concern for civil liberties; implemented risk-
reduction strategies; and evaluations of performance, effectiveness, and
intrusiveness. Since GAO sampled only seven sites, used a case-study
design, and focused on protective measures, the findings cannot be gen-
eralized to all federal courts or mass transit systems or to the totality of
U.S. antiterrorism activities. (See pp. 17-23.)

Background

Terrorism is the threat or the use of violence to frighten people and gov-
ernments into some ulterior political act. Targets include individuals.
symbolic structures, political events, and various components of the
nation’s infrastructure, such as transportation systems, government
buildings. and energy facilities. A planned antiterrorism approach could
help prevent incidents or reduce losses, while ensuring the preservation
of civil liberties. However, little is known about the antiterrorism plan-
ning and organizational responses of most U.S. organizations. (See pp.
10-17))

Results in Brief

Court officials indicated heightened awareness of threats to security
because of high-risk trials involving organized crime. drugs, and terror-
ist groups. The court districts Gao visited have programs to protect
against high-risk and more general threats. Their programs include
threat assessments. security surveys and plans, and security measures
for various threat levels. When selecting risk-reduction strategies. most
court officials seriously sought to preserve the openness of the court
process and to protect the civil liberties of the general public, but the
protection of the participants in judicial activities was paramount in
high-risk situations. (See chapter 2.)
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Executive Summary

Transit officials had no direct experience of terrorist incidents, per-
ceived the likelihood of incidents to be remote, and had no antiterrorism
programs. The transit officials GAo talked to described terrorism as a
rare emergency event much like natural disasters, for which they do
have plans for response and recovery. They also had crime prevention
and safety programs to protect people. property. and system operations
as well as possible, given the open nature of transit facilities and opera-
tions. Transit officials expressed little awareness about the intrusive-
ness of their protective strategies vis-a-vis the civil liberties of the
general public. (See chapter 3.)

Due to the lack of evaluations by both court and transit officials, it is
difficult to determine how effective the current strategies are in regard
to the threats they were designed to protect against, and what remains
to be done to cope with terrorism threats in a manner that also pre-
serves civil liberties. (See p. 84.)

Principal Findings

Federal Courts

The U.S. Marshals Service (U'SMS), with assistance from other executive
and judicial agencies, safeguards federal court facilities and personnel.
USMS programs were implemented in the district courts, where some
resource and coordination problems were identified. Court officials
expressed concerns of various kinds about the possibility of terrorism
given the types, frequency, and duration of the high-risk trials that they
conduct. (See pp. 24-32.)

The risk-assessment process established by UsMs was implemented dif-
ferently in the seven court districts Gao reviewed. Actual threats were
formally assessed. Assessments of criticality were not explicitly con-
ducted, but the vulnerable aspects of court facilities were identified. The
courts had emergency response procedures, but placed more emphasis
on prevention. (See pp. 32-42.)

Court officials emphasized the selection of risk-reduction strategies that
would not negatively affect the openness of the judicial process. They
stressed the need for facilities designed for security, emphasized the use
of qualified security personnel, and considered the cost and technical
quality of the equipment selected. The seven court districts had imple-
mented most of a standard security package Usms provides and had
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enhanced their security measures for threatening situations. (See pp. 42-
52.)

Ga0 did not find evaluations of the overall effectiveness or potential
intrusiveness of the court security systems. Some technical performance
tests and special security surveys had been conducted. including assess-
ments of the adeqguacy of selected security measures against particular
threats. (See pp. 52-54.)

Mass Transit Systems

Local transit authorities are responsible for the safety and security of
their transit systems. The Urban Mass Transit Administration (I'MTa)
has begun a technical assistance project on terrorism prevention and
response strategies. Civil liberty issues, however, are not addressed.
Local transit officials considered the threat of a terrorist attack to be
minimal, and regarded their systems as only secondary targets. GAO
found only one risk assessment that was specifically related to terror-
ism. However, transit officials pointed out numerous critical and vulner-
able areas in their systems. (See pp. 55-66.)

Transit officials considered the prevention of accidents and common
crimes more important than terrorism prevention. Officials stressed law
enforcement for the protection of the public and basic security technolo-
gies for protecting transit property. Cost, safety. and practicality were
mentioned as important factors in selecting strategies against criminal
threats, but no formal selection process was described. An emergency
preparedness structure had been established in each system for
responding to crime and other emergencies, a structure that might be
useful in responding to a terrorist incident. The issue of intrusiveness
had been considered at two transit systems, not for the public but only
as it related to labor union objections. (See pp. 66-73.)

Transit officials had generally not tested the performance, effectiveness.
or intrusiveness of their security systems. A few surveys and studies
had been conducted in response to specific security problems. Drills and
exercises for responding to emergencies (especially fires) had been con-
ducted, but civil liberties had not been addressed. (See pp. 73-74.)

Overall Planning and
Evaluation

GAO found no one executive agency responsible for providing technical
information and expertise to federal agencies regarding the planning.
coordination, and evaluation of domestic antiterrorism strategies. GAO
found neither uniform. systematic, and comprehensive planning efforts
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Matter for
Congressional
Consideration

Agency Comments

nor sufficient attention being given to evaluating the effectiveness of
current activities. (See pp. 84-85.)

Congressional committees that are concerned about the need for careful
planning against the threat of domestic terrorism and about the preser-
vation of civil liberties may want to request that agencies provide infor-
mation on the strategies they have developed to prevent and respond to
terrorist acts. Of special interest would be the extent to which agencies
have evaluated the effectiveness and intrusiveness of existing preven-
tive measures, not only for threats in general but also for terrorism
threats. (See p. 85.)

In commenting on a draft of this report, the Department of Transporta-
tion found the information generally accurate and the findings reason-
able. The Administrative Office of the United States Courts remarked on
the report’s comprehensiveness and usefuiness and supported the need
for a realistic, formal evaluation process by indicating plans to take
action in this area. The Department of Justice (D0OJ) made a number of
comments that were helpful, and changes to the draft were made where
appropriate. The General Services Administration (GsA) and DOJ con-
tended that coordination problems were minimal. However, Gao found
evidence of longstanding problems, such as the unresolved issue of
which agency will provide perimeter security. Both Gsa and DoJ also
pointed to the lack of serious breaches of security as evidence that the
present procedures are effective. GAO notes that a lack of incidents alone
is not sufficient evidence to conclude that a system'’s performance is
effective. Further evidence is needed before such a cause-effect relation-
ship can be established. The letters from the four agencies and GAO's
comments are printed in appendixes I1I-V1.
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Chapter 1

Introduction

Terrorism and the fear it creates present a challenge to an open, demo-
cratic society that is devoted to protecting its citizens while preserving
their freedoms. Because of their concern that responses to the threat of
terrorism should be planned with careful attention to the potential
effects on the civil liberties of our citizens. the Subcommittee on Civil
and Constitutional Rights of the House of Representatives’ Committee
on the Judiciary asked Gao to provide information on current efforts in
two parts of the nation's infrastructure to protect against terrorist
actions. (See appendix I for the letter requesting this study.)

Specific definitions of terrorism vary, but a common feature among
them is the use of violence for political aims. For example, according to
the Federal Bureau of Investigation (FBI),

“Terrorism is the unlawful use of force or violence against persons or property to
intimidate or coerce a government, the civilian population, or any segment thereof,
in furtherance of political or social objectives.™"!

Jenkins defines terrorism in a broader context as

"violence or the threat of violence calculated to gain widespread attention by its
inherent drama and to create an atmosphere of fear and alarm, which in turn causes
people to exaggerate the strength of the terrorists and the importance of their
cause. Terrorism is violence for effect. not necessarily for the physical effect on the
actual target or victim of the violence. which may be of secondary effect to the ter-
rorists. but rather it is violence for the psyvchological effect of the people
watching.”™-

Wilkinson defines terrorism simply as the use of coercive intimidation to
achieve political goals.”

Distinctions between acts of terrorism and other kinds of criminal acts
or warfare are not always clear or easy to make and, as a result, terms
such as “'terrorist,” “‘guerrilla,” and “insurgent’’ are frequently used to
describe the same thing. Fromkin's distinction is helpful in that it distin-
guishes terrorism from other criminal acts as ‘‘a strategy that aims to

'Terrorist Research and Analytical Center. Terrorism Section. Criminal Investigative Division. Fed-
eral Bureau of Investigation. FBI Analysis of Terronst Incidents and Terrorist Related Activities in
the United States 1984 (Washington. D.C.: 19857, preface

“Brian M. Jenkins. “International Terrorism: Trends and Potentialities.” in U.S Congress. Senate
Committee on Governmental Affairs. An Act to Combat International Terrorism. Report to Accom-
pany S. 2236. Senate Report No. 95-908.95th Cong . Znd sess. ( Washington. D.C.. U5 Government
Printing OfTice. 1978). pp. 143-144

*Paul Wilkinson. Terrorism and the Liberal State. 2nd ed. (London: Macmillan, 1986 ). p. 51.
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Terrorism in the U.S.

achieve its ultimate objectives not through violence but through ter-
ror.”"* For example, when a violent criminal kills a government official,
the end he has in mind is typically limited to the person of his victim. A
terrorist, however, kills a government official for a reason that extends
beyond his victim, that is, to create a climate of fear in which the origi-
nal violence has only an instrumental role. Thus, it is the fear generated
by violence rather than the violence itself that achieves the objective.

FBI statistics on domestic terrorism indicate that the annual number of
incidents has generally declined during the 1980's. Between 1980 and
1982 there were 122 domestic terrorist incidents. From a high of 51 inci-
dents in 1982, the number declined to 31 in 1983, 13 in 1984, and 7 in
1985. In 1986, 17 incidents were recorded, 9 of which were bombings or
attempted bombings in Puerto Rico. Seven incidents were documented in
1987 and none so far in 1988." A number of groups with a known his-
tory of terrorism still exist in this country, but the arrests and convic-
tions of several key members have been followed by a decline in
activity. The arrests of members of the United Freedom Front (a leftist
group responsible for a series of bombings in the Northeast) and of the
Puerto Rican Armed Forces for National Liberation (known as FALN), a
separatist group that claimed responsibility for several bombings in the
1970’s, and the subsequent decline in the activity of these groups, are
examples of this trend.

Although the United States is often perceived as being relatively free of
domestic terrorist incidents, data collected by the Rand Corporation and
Risks International indicate that this has not always been the case. Until
the late 1970's, the United States actually experienced a greater number
of terrorist incidents annually than all but a handful of other countries.
What differentiates the United States from other countries. however, is
that terrorist incidents in this country have tended to be far less severe
than those experienced in other parts of the world. In addition, attacks
by foreign groups (transnational terrorism) have occurred only rarely in
this country, and the majority of incidents have been bombings of prop-
erty rather than of people. Finally, terrorist incidents in the United

'David Fromkin. “The Terrorist Mind.” The New York Times. June 28, 1987, p 22

"FBI statistics. however, are not necessarily comprehensive. To be counted as a terrorist incident by
the FBI. the situation must involve two or more persons who are engaged in an enterprse invohing
violent or criminal acts committed in the pursuit of political or social goals. Using this critenion. the
FBI excludes certain incidents that other analysts might define as terrorism. such as the bombing of
abortion clinics. Despite these omissions. many analysts agree that the FBI statistics do accurately
reflect a decrease in terrorist incidents in the United States.
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States have tended to be overshadowed, partly because ordinary crimi-
nal activity is so prevalent.

The possible reasons for the current low level of terrorist activity in the
United States are varied. Terrorism experts frequently mention that the
arrest, prosecution and imprisonment of key members of terrorist
groups for related criminal activity have kept major terrorist incidents
from occurring. Several historical characteristics of American society
have been identified as further possible contributing factors. For exam-
ple, ethnic-based separatist movements have not been prominent in the
United States. and domestic ideological splits have not led to the forma-
tion of broad-based extremist groups of the left or right. The opportuni-
ties for economic and political participation in the United States for
virtually everyone also appear to inhibit the kind of frustration that
leads to the nihilistic terrorism seen elsewhere. The American political
system seems thus far to have been able to assimilate many different
forms of dissension. The United States gives explicit constitutional pro-
tection to the freedoms of speech and assembly and provides a mecha-
nism for peaceful change, thereby reducing the need for terrorist acts as
a means of political protest. Another factor explaining the rarity of ter-
rorist acts carried out by foreign groups on U.S. soil is the perception
that it is easier to attack U.S. interests overseas. In addition, interna-
tional terrorist groups may be wary of U.S. reaction to terrorist inci-
dents directed against domestic targets.

The threat of terrorism in the United States thus appears to be minimal
on the basis of recent domestic evidence. What has raised levels of con-
cern about terrorism in the United States. however, is the potential for
transnational terrorism. This concern is related to several factors: the
large number of attacks against U.S. interests abroad; the continuing
presence of the United States in Middle East and Latin American affairs:
the statements by officials of the Iranian government containing threats
to carry terrorist attacks to U.S. shores; the evidence that a portion of
terrorism is state-sponsored and thus better funded and organized: and
finally the possibility that terrorists may become attracted to an open
socliety like that of the United States as a result of encountering more
effective European efforts at fighting terrorism. The director of the FI
recently testified before Congress that the potential for significant ter-
rorist violence against Americans by both foreign and domestic groups
continues to be quite real both at home and abroad.
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In the United States. potential targets of terrorism are not difficult to
identify. Symbolic structures, such as government buildings and monu-
ments, and politically significant contemporary events, such as a bicen-
tennial celebration. are obvious targets. In addition, various parts of our
society's technological infrastructure are vulnerable and thus could also
become prime targets of terrorism. Transportation. energy, telecommu-
nications, and other systems provide essential support to the economic,
social. and political structure of the nation. Terrorist attacks could seri-
ously disrupt these svstems, and therefore measures to protect these
infrastructure facilities against potential disruptions should be
considered.

Responses to Terrorism

Terrorism is not a problem for which a solution can readily be found;
rather, steps can be taken either to reduce the possibility that the prob-
lem will occur or, if it does occur, to reduce its consequences. Respond-
ing to terrorism is not a simple task. Terrorists have several advantages,
such as the ability to choose among a broad range of targets. the selec-
tion of the time of attack, and the determination of the method of
attack. In addition, terrorists are usually highly motivated, are often
well-trained, and tend to have little regard for the consequences of their
actions. These factors make it difficult for government institutions to
determine what to protect and how to provide protection.

In order to respond to the threat of terrorism, governments such as that
of the United States have developed a diverse set of objectives and
activities. We found it conceptually useful to distinguish four levels of
objectives and activities in the U.S. response to terrorism. (See table
1.1.) The first two levels include objectives and activities to prevent ter-
rorist incidents from occurring (often referred to as antiterrorism
efforts); the last two focus on activities to respond to incidents that
have occurred (often referred to as counterterrorism efforts).” In prac-
tice, however, the activities involved in the four levels are interrelated
and. at times, overlap. For example, on the first level, one set of activi-
ties that attempts to address the sources of terrorism is the enacting of
laws and policies designed to make domestic U, S. targets unattractive to

"The terms antiterrorism and counterterrorism were frequently used to distinguish between these
tvpes of prevention and response efforts. but we found no agreement on the precise use of the two
terms. The Department of Defense’s Joint Chiefs of Staff offer a formal definition of both terms:
anuterrorism applies to defensive measures used to reduce the vulnerability of individuals and prop-
erty to terrorism: counterterrorism is defined as offensive measures taken to prevent, deter. and
respond to terrorism
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terrorists. However, some of these policies may be the same ones imple-
mented after a terrorist incident occurs, which would place them on the
fourth level of our conceptual scheme.

Table 1.1: Objectives and Activities Associated With Four Levels of a Response to Terrorism?

Level of response Objective

Activity

1 Addressing sources To thwart terrorist incidents before they occur
of terronsm

National and international deterrent policies and laws. monitoring of
suspected terrorist groups. preemptive measures, including arrests
for other criminal acts

Coping with terronist  To prevent and deter and to provide a safe
threats and secure environment with minimal
intrusiveness

|

Plans for prevention. mitigation, and response: security measures to
deter, detect. delay. communicate. and respond; intelligence for
early warning; public education

w

Managing a terrorist
incident

To minimize casualties and loss of property;
to enhance ability to capture terrorists

Procedures for a crisis response: negotiation. use of incident and
counterterrorist forces. public information. preserving evidence

BN

Recovering from a
terronst incident

To restore operations, calm fears. and
maintain public confidence in government

Resume operations: investigate and prosecute terrorists: modify
prevention and response plans: retahation (political, economic.
military)

3GAO limited its study to level 2 of this four-level response to terrorism

Antiterrorism Programs

Although all four levels are important in a comprehensive approach to

combating terrorism, the focus of this report is limited to the second
level—those activities undertaken to cope with terrorist threats. As
noted earlier, activities at this level are often considered to be “antiter-
rorism’ efforts, and antiterrorism is a term we will use in this report.

Although antiterrorism programs have been developed in a few infra-
structure areas such as airports and nuclear energy facilities, very little
is known at the present time about what antiterrorism policies, plans, or
programs, if any, are used by most other infrastructure organizations.
Numerous articles and books have appeared in recent years on the
nature of terrorism: What causes it: what its effects are; and how gov-
ernments should respond to it. However, only limited empirical informa-
tion has been produced about what institutions have done to protect
their people and facilities against terrorism.

The approach we have taken in our review of antiterrorism efforts
starts from the principle that institutions need a planned, structured
program to protect their people and facilities against terrorism. There
are many benefits of a planned program. Chief among these are: the
increased possibility of prevention and deterrence of terrorist incidents:
the likelihood of increased effectiveness of response if an incident
occurs; the ability to build-in safeguards and restraints to maximize the
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preservation of civil liberties: and the opportunity to organize and coor-
dinate activities among a host of different actors and agencies. Lack of
planning increases the likelihood that actions taken by authorities after
an incident occurs will involve unnecessary disruption, lessened effec-
tiveness, and potentially greater damage to civil liberties.

An organized program for coping with terrorist threats can be viewed as
similar to, and perhaps would be included within, programs for coping
with other threats, such as common crimes. Such an antiterrorism pro-
gram, like other anti-crime programs, would be based on a perception of
likely terrorist threats and would involve assigning responsibilities to
appropriate offices and individuals. In addition, a series of logically
linked efforts would be required in order to develop specific plans and
procedures. To initially determine how much protection is needed would
involve an assessment of risk. This assessment would begin with a care-
ful analysis of the nature and seriousness of the threat and would also
involve analyses of critical and vulnerable targets. Appropriate security
or emergency preparedness measures to counter unacceptable risks
could then be identified. Measures for the particular environment would
then be selected, developed. and implemented, considering such factors
as effectiveness, cost, and effect on civil liberties. These measures might
include not only preventive ones but also preparations for responding if
an incident occurs. The latter efforts may indirectly have deterrent
effects and, if implemented, should at least reduce losses from a terror-
ist incident. Once these measures are in place. their effectiveness could
be evaluated. (A more detailed discussion of these elements of an
antiterrorism program is provided in appendix II.)

Civil Liberty
Considerations in
Antiterrorism Programs

Terrorism poses a threat to civil liberties both from those performing
terrorist acts and from those acting to protect or react against terrorism.
Terrorists exploit democratic rights and often aim to disrupt the govern-
mental and societal systems that guarantee those rights. Such basic
democratic rights as those of due process, free association, freedom of
movement, and privacy can be threatened and even violated by steps
taken against terrorist movements. One costly aspect of terrorism,
besides the destruction of physical property and loss of life. is—as ter-
rorists intend—the weakening of the social and political foundations of
our democratic society.

According to some experts, the challenge to democracies is to maintain

the delicate balance of protecting citizens from terrorist action and the
fear it causes while at the same time protecting both the collective and
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the individual civil liberties that together ensure the continuation of a
democratic society. It is essential for public confidence and cooperation
that democratic governments be seen as employing only those security
measures necessary to protect the lives and property of their citizens
from terrorist attack. However, it is also important that programs to
prevent terrorism be examined closely to see what their effects are on
civil and constitutional rights. Physical security measures, for example,
may affect civil liberties such as those of free access and privacy. Erect-
ing barriers around buildings or checking the identification of those
entering buildings may limit public access to and use of buildings.
Increased security checks and greater police surveillance and search-
and-seizure powers may lead to infringements of the individual's right
to privacy. The use of closed circuit television cameras to monitor
employees within a building, and of electronic detection devices to
search those entering a building. are examples of security measures that
may violate the individual's right to privacy.

Some experts point out that in addition to their possible immediate and
direct effects on civil liberties, highly visible security measures adopted
In response to terrorist threats or incidents can, ironically, intensify the
climate of fear and intimidation and, at the same time, lead the public to
a false sense of security if the measures are not truly effective. Obvious
and obtrusive security measures also can demonstrate both the power of
the terrorists to attack at any time and at any place. and the difficulties
the government and its security forces face in attempting to protect
every likely target all of the time against every type of terrorist attack.
Further, terrorists often seek to force the government into undertaking
costly security measures that by their inconvenience and their disrup-
tion of daily life and commerce serve to alienate the public. Excessive
antiterrorist measures may also leave the terrorists with a feeling of
having achieved some measure of victory. In a broader sense, security
measures that restrict access to and use of public areas could curtail the
openness of our institutions, leading to reductions in our ability to
accommodate group protest and divergent political and social views—
an ability, some analysts suggest. that may have contributed to the cur-
rent low incidence of domestic terrorism in the United States.

How much security is enough, and to what extent the various security
measures are considered intrusive. are questions that are not easily
answered in objective terms. The answers depend. to a great extent, on
the context at any specific time——that is. on the current perception of
the threat of terrorism and the level of fear and alarm that this percep-
tion generates. as well as on people's expectations of living in a social
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environment that is protective of individual liberties. Some analvsts
point out that what the public regards as an infringement of civil liber-
ties in the absence of specific terrorist incidents. or at least of a percep-
tion of a threat of such incidents. may be demanded as a protection in
the presence or even fear of terrorist activity. For example. Department
of State officials have stated that video monitors in the reception areas
of overseas embassies were carefully concealed as recently as ten vears
ago to avoid affronting the citizens of the host country. Today, the occu-
pants of those reception areas are uncomfortable unless the cameras are
readily visible as evidence that the embassy is interested in ensuring
their safety. The challenge to democratic societies is to take necessary
precautions while at the same time preventing the enormous erosion of
civil liberties that could be made to seem rational in a climate of fear
generated by terrorist incidents or even threats.

In summary, in an open society like that of the United States, the ad hoc
imposition of security measures may result in an unnecessary level of
intrusiveness or some other infringement of individual liberties. Planned
measures, by contrast. can be designed to ensure an effective level of
protection without destroyving democratic freedoms in the process.

Objectives

Concerned that responses to the threat of terrorism should be effective
while at the same time preserving the civil liberties of our citizens, the
Subcommittee on Civil and Constitutional Rights of the House Commit-
tee on the Judiciary requested that GAO provide information on current
efforts to protect against domestic terrorist actions. In particular, the
Subcommittee is aware of the possibility that an ad hoc response to ter-
rorism could be overly repressive of the civil liberties of the general
public. The Subcommittee also believes that a way to preclude such
overreaction might be to have previously developed plans in place that
deal with the issue of intrusiveness in a more careful way than would be
possible in time of crisis. (See appendix I for the letter requesting this
study.)

Because intrusiveness is a relative concept and therefore difficult to
objectively measure, and because there is a lack of available information
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about existing efforts to protect infrastructure facilities against the
threat of terrorism, it was decided, after consultation with the Subcom-
mittee staff, that we would conduct an exploratory study that would
describe antiterrorism programs currently in place at a sample of sites,
focusing on two components of the nation’s infrastructure—federal
court buildings and mass transit systems. Six study questions were
developed to guide our data collection. These questions are presented in
table 1.2 and described in greater detail in appendix II.

Table 1.2: Antiterrorism Program
Elements and Six Study Questions

Element Question
Roles and responsibilities Who is responsible for antiterrorism policies and for their
implementation?
Perceptions of terrorism What is the current perception of the nature and level of the
threats threat of domestic terrorism among those responsible for
counterng this threat?
Risk assessments What processes. methods. or procedures are used to

assess the risk of terrorism—ncluding assessments of the
threat, the criticaity of faciities and operations. and their
overall vulnerabilities?

Selection factors " What factors—such as costs. safety. :mpactsfc}n cvil
liberties. or on the environment—are considered when
selecting antiterrorism strategies?

Risk-reduction strategies What risk-reduction strategies are being used” (Strategies
include structural. design and space use aspects of
facilities: policies and procedures: and security measures
involving personnel. systems, and equipment )

Evaluations How are the implemented risk-reduction strategtes
evaluated concerning their technical performance.
operational effectiveness. and pessible intrusiveness on civil
liberties?

Scope

Prior to selecting two components from our nation's infrastructure for
our case studies, we considered a number of different components.
including public (federal) buildings. ports and ships, airports, railroads.
mass transit, electric power, water resources, pipelines and storage facil-
ities, and telecommunications. In consultation with Subcommittee staff,
we chose federal buildings and mass transit systems because both have
traditionally maintained open access to the public.” These two compo-
nents were also chosen because they are quite different in their overall
operations, the number and level of government agencies involved in
their management, and security programs in place.

“Other areas of major interest. such as airports and nuclear power facilities. were excluded because
they were the subjects of other studies
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We later narrowed the scope of our work from public buildings to fed-
eral court facilities for our first case st